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MpaBuna knbeprurveHsol
1. He ucnonb3oBatb HeanueHsnoHHoe MO.

Vicnonb3oBaHWe HeNMLLEH3NOHHOTO NPOrPaMMHOro obecrneyeHns ABAAETCS
OZHOW 13 CaMbIX PacnpoOCTPaHEHHbIX MPUYMH YCreLHbIX aTak Ha
NHOOPMaLMOHHbIE CUCTEMbI U UX Noab3oBaTesnei. MNog MHGopMaLMOHHO
CUCTeMOW B laHHOM C/lyvae MOXeT MOHUMAaTbCA Kak MHbpacTpyKTypa
60AbLLIOW KOMMNaHWK, Tak U NPOCTas AOMaLLHAA NoKanbHas ceTb. [pUUmHbI,
Mo KOTOPbIM UCMONb30BaHNE HENULLEH3NOHHOTO MO MOXeT NpMBECTU K
naayeBHbIM NOCAEACTBUAM, CefyHoLLNe:

OTcyTCcTBME CBOEBPEMEHHbIX OOHOBNEHUIA.

3auacTyto xakepbl, OCyLLEeCTBAsAOWMe pa3paboTKy akTMBaTOPOB, TabieTok,
crack'oB, CpeACTB yaneHHONM akTUBALMK, He BKJIHOYAKOT B CBOW «MPOAYKTbI»
BO3MOXHOCTb OCYLLECTBNEHNA CBOEBPEMEHHbIX OOHOBNEHWI ONepaLMoOHHON
CUCTEMbI. DTO O3HAYaEeT, YTo ecn ByseT ObHapy>KeHa Kakas-To yS3BUMOCTb

1 MPOU3BOAUTENb CUCTEMBI BbIMYCTUT CPOYHOE OOHOBJ/IEHWE, TE MOJIb30BATENM,
KOTOpble NCMOb3YHOT HeauLeH3noHHoe MO He ByayT MMeTb BO3MOXHOCTH
3TN OBHOB/IEHUSA MOAYYNTb. A Cief0BaTENbHO ELLle JO/TOe BPEMS UX
KOMMbIOTEPbI BYAYT NOABEP>KEHBI OMACHOCTY. VIcnoib30BaHMWe ANLLEH3NOHHOTO
MO, B cBOtO ouepesb, NoApa3yMeBaeT, YTo No/Ab30BaTe b Cpasy Xe nosyyaer
BO3MOXHOCTb YCTAHOBKW BCEX BbIXOAALLMX MaTUel.

3aksafKu OT INL, OCYLLLECTBUBLUNX B3/IOM CUCTEMBbI.

Xakepbl, ocylecTBastomne paspaboTky cneumbuyeckoro MO ans akTMBaLmm
CUCTEM, LleNIat0T 3TO He 13 BnaropoHbIx coobpakeHuid. B Takoro poza
NPOrpaMMHbIX CPeACTBaX PeryniapHO HaxoAATCA Tak Ha3biBaemble “3akiagku’.
3aknagka — 370 MPOrpaMMHbIA KOA, KOTOPbIA MOXET OCYLLEeCTBAATb JOCTaTOYHO
LUMPOKWNIA CeKTp AeWCTBUIA: OT cbopa nHGopmaLmm, 20 6oMObI 3amesNeHHOro
LeNCTBUSA, KOrLa HAYEro He NMoLo3peBatoLLnii Mob30BaTeb B ONpeAeNeHHbIN
MOMEHT BPEMEHW MOXET NoTepATb yrpaBieHne CBOUM KOMIMbIOTEPOM.

OTCyTCTBME TEXHUUECKON NOAAEPIKKN.

TexHnyeckas nogaepska bblBaeT KpaliHe BaxkHa, KOrAa nosib3oBaTesb
CTaNIKUBAETCS C KaKUM-MB0 HenpeaBuAeHHbIM NMOBEAEHNEM CUCTEMBI, TMHO
MPOCTO HE MOXET CaMOCTOATE/IbHO Pa3obpaTbCs C KAKUMU-ANOO HaCTPOKaMMm.
[pamMoTHas noasepskka MOMOXET PeLLnTb NPobiemMy MakCUManbHO
6e3onacHbIiM 06pazom. OTCyTCTBME NOALEPXKKN — CEPbE3HbIN HeJO0CTaTOK C
TOYKW 3peHns 6e30MacHoOCTy.
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2. Monb3oBaTbcA aHTUBUPYCHBIMM CPEACTBaMU, a TaK)Ke OCYLLeCTBAATb
cBOeBpeMeHHOoe 1 perynapHoe obHoBeHne 6a3 curHatyp BUpPYCOB.

Hwu s Koro He ceKpeT, UTO aHTUBMPYCHOE NPOrpaMMHoOe obecrneyeHne XoTb
N He ABNAETCA NaHaLueen OT BCEX Yrpo3, HO NpeacTaBaseT coboin nepeyto
NNHUIO 060pOHbBI NH0601M MHGOPMALMOHHOW cucTeMbl. Kak TONbKO NosBAAeTCA
HOBBIN BUPYC, BUPYCHbIE aHAITUKN HAUMHAIOT NCCNe0BaTh €ro NoBeeHve 1
nonosiHAOT H6a3y curHatyp. MNpu nonazaHum N3y4yeHHOro BrUpyca Ha
noab3oBatenbckuii MK, aHTMBUPYCHOE CPeAcTBO MOMEHTaIbHO pearvpyer Ha
3TO CObbITUE Y NMPesynpexXAaeT Nob30BaTeNs O NOTEHLMAIbHON Yrpo3e.
BaxkHo, uTobbl Ha3bl cMrHaTyp CBOEBPEMEHHO OOHOBAAANCH N @aHTUBMPYCHOE
MO 6bIN0 CKOHGUTYPUPOBAHO TakMM 06pa3om, YTOObI MPesOCTaBUTbL
ONTUMaNbHYHO 3aLLMTY NMOJb30BATENHO.

3. He ycraHaBiuBaTbh HUKakume nporpaMmMHble CpeAcTBa U3
HeA0BepPEeHHbIX UCTOUHUKOB.

[laHHas pekoMeHaLms Npesnonaraer, Yto noJib3oBaTeb NOJHOCTHH
OCO3HaeT, KaKyH yrpo3y MOryT HecTn B cebe becnnaTHble NporpaMmMHble
CpescTBa, 0COBEHHO B TOM C/lyyae, eC/in 3arpyska OCyLLLeCTBASETCA C
HernpOBepPeHHbIX CAUTOB WJIM CbeMHbIX HocuTesel. Ecnm xe Takas
HeobXo4MMOCTb €CTb, MOJIb30BaTE/b AOKEH MOHMMATb, UTO CaM HeceT
OTBETCTBEHHOCTb 3a BCE CBA3aHHbIE C MCMO/Ib30BaHWeM Takoro MO pucku.

4. OcywecTBNATbL CBOeBpeMeHHoe 06HOB/IeHMe KaK onepaLuoHHOMN
CUCTeMbI, TaK U BCEro 0CTa/ibHOTO MUCMOJib3yeMOoro NporpamMmmMHOro
obecneueHus.

Kak y>xe 6bl10 cka3aHo Bbilwe B Nn.1.1, cBoeBpemeHHoe ob6HoBAeHMe 10
ABNAETCA HEOOXOAVMbBIM AENCTBMEM MO obecrneyeHnto bezonacHom u
6ecnepeboliHol paboTbl MUHPOPMALIMOHHON CUCTEMBI. ITO KacaeTCs He TO/IbKO
OnepaumoHHON CUCTEMbI, HO 1 BCErO UCMOJIb3YeMOro NPUKIaZHOTO
nporpammHoro obecrieyeHus, ApariBEPOB M MHOTOro Apyroro. Beinyckaemble
naTyv Npu3BaHbl MakcMMaabHO 06e30MacuTh NoJIb30BaTeNeN, MO3TOMY
KaTeropuMyeckn He peKoOMeHayeTcs npeHebperatb CBOEBPEMEHHbBIMM U
perynspHbIMN OBOHOBIEHWAMMU.
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5. Cobntopgartb npaBuaa knbeprurneHol B obaacrax:
- NCMOJIb30BaHMsA CbeMHbIX HOCUTENEN
- M0/Ib30BATENBCKON FPaMOTHOCTM (MEePEXOL MO CChlaKaM,
OTKPbITUE BIIOXEHUI U T.A.)
- 3aLLUMTbl OT COLMaIbHON NHXXEeHepUM
- NCMOJ/Ib30BaHWA MPaBUAbHOM NAaPOAbHOM MNOANTUKMN

6. MocrapaTbca 3aKpbiBaTh HEUCMOJIb3yeMble MOPTbI, OTKJIIOUATh
Heucnosbdyemble cAyXK6bI, a TaK)Ke NPOCTO MMHUMU3MPOBATh
KOJINYECTBO 3aMyLLeHHbIX NPOrpaMMHBIX CPEACTB B C/lyUae, ec/iu B HAX
HeT HeobxoAMMOCTU.

Hanpumep, yassumocts Ethernalblue no3sonsna Bupycam pacnpocTpaHAaTbCs
CTOJ/Ib CTPEMUTENBHO BBUAY TOTO, YTO MO YMONYaHWIO 6bia OTKPbIT 445 nopT.
Yem HosbLLe NporpaMMHOro obecneyeHms NCNoib3yeTca Ha Kaxk oM
KOHKPETHOM MalluHe, Tem 6oblie pUCK, YTO B OAHOM M3 NMPOrpaMMHbIX
CpeAcTB byAeT HalZeHa yA3BUMOCTb Y MOIb30BaTeNb NOABEPrHETCA PUCKY.

7. He noakntouatbcs K HenpoBepeHHbIM cetam Wi-Fi.

310YMbILLNEHHWKM MOTYT UCMOJb30BaTh CreLanbHbiM 06pa3om
OpraHV30BaHHYH TOYKY AOCTyMa A8 cbopa MHGOPMALLML O XKepTBe NyTem
nposezeHus atakm Man-in-the-Middle (4uenoBek nocepesmHe). 3T0 NO3BOAUT
3/10yMbILUIEHHNKAM MEePexBaThiBaTb U MOAMEHSATb MNaKeTbl AaHHbIX,
nepesaBaeMblX Mo 3TOV CETY, UTO MOXET MPUBECTU K KOMMPOMETaLLMK UK
Kpaxke faHHbIX NMO/b30BaTENS.

8. PerynsapHo npoBoauTb NpoBepKy 6e3onacHoCTu KoH$pUrypauum
MHOpPMaLNOHHOW CUCTEMBI.

[aHHas pekomeHAaLVWs NpeAnonaraeT, Yto Noib3oBaTeNb NPoaBaAseT
[LOCTaTOYHYHO HAUTENBHOCTL NPY NOb30BaHUN MHOOPMALIMOHHON CUCTEMOW Y
CMO>ET BOBPEMSA pearnpoBaTb Ha MOABAAIOLLMECSH YTPO3bl Y YUUTbIBATbL UX
npw opraHn3auunmn ceoen MHGOPMaLMOHHOW cucTeMbl. Bce npuBeseHHble
BblLLe peKOMEHAALMN OPUEHTMPOBaHbI Ha Ntoboro noab3osatens MK.

Ecnu >xe peyb naeT 0 KPYNHOW NPOMbILLIEHHOV MHPOPMALIMOHHON CUCTEME,
nmbo NC opraHmzaumm, To TpeboBaHWs cTaHOBATCA Wupe. [NepBoe, Ha UTo
cTouT 06PaTUTL BHMMaHKeE B 3TOM C/lyyae - 3T0 cobtoseHre TpeboBaHul
MeXAyHapoaHoro ctaHgapta ISO-27001. 3ToT cTaHfapT NpeAnncbiBaeT, Kakum
ob6pa3om JoKeH HblTb OpraHNM3oBaH NpoLecc MHGOPMaLMOHHOM
6e30nacHOCTV B opraHm3aumnn. BasxkHbIMu ero nyHKTaMu, MOMMUMO YMOMSAHYTbIX
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BbILLE, ABNAOTCA TakxKe cobatogeHme TpeboBaHWA CBOEBPEMEHHOTO
OMNOBeLLEeHMA NePCoHana O CyLLEeCTBYHOLLMX YTPO3ax U NMPUHATBLIX B
OpraHu3aLmm npaBmaax 3aLmTbl OT HUX. K coxXaneHunto, yenoBek no-npexHemy
OCTaeTCsA CaMbIM YA3BMMbIM 3BEHOM B NpoLecce obecneyeHuns
NHGOPMaLMOHHOW 6e30MacHOCTN Nt0BO0N CUCTEMBI, MO3TOMY MPOBEAEeHNe
CBOEBPEMEHHbIX 03HAKOMUTE/IbHbIX PaboT UrpaeT KAHUEeBYO pPob B
obecneyennmn b opraHusaumm. Kpome Toro, ctaHgapt ISO-27001
npeAnucbiBaeT, KakuMm obpasom pernameHTUpyetca npouecc UMb ¢ Toukn
3peHuns NpaBua U NMOAUTMK OPraHmn3aLLMy, YTO NO3BOSET YCNELHO
NHTErpupoBaTb Npoleaypbl Vb B GYHKLUMOHUPOBaHWE AaHHOW OpraHu3aLum.
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busHec ctpoutca Ha JOBEPUN
AOBEPMUE ctpoutca Ha NMoananHHOCTH
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3alyumTa ot yrpos
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Be3sonacHocTb npeanpuaTtua 6e3 yuep6ba ana
NMpousBoautTenbHoOCTU

LlenoctHoe ¥ MHHOBAUMOHHOE pelueHne A8 3aWUThbl
no/nb3oBaTeNen, yCTPOUCTB, MPUIOXKEHUN U AaHHbIX

YnpasneHue YnpasneHue
naeHTudnkaumemn MO6U/IbHBIMM YCTpONCTBaMU
M JOCTYNnom 1 NPUNOXKEHUAMUN

ol
3awuTa

nHbopmauunm 3awuTa Ot yrpos

3awumTa Ha BXxoae

3au.|,|/|Ta BallnX AaHHbIX NoBCeMeCTHO

O6Hapy>keHue 1 ycTpaHeHue aTak
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Moaaepi)KKa KIMEHTOB A/1A CO34aHUA MPOUYHOMN
OCHOBDbI.
Mo3aboTbTechb O CBOEW 3aLUuUTE, eCNN...

4

MporpammHoe
obecrneyeHne NPUXoANT 13
npunoXxeHuii Ans obMeHa Kntoun npoayktos

Ll,eHa nporpaMmmMHoro dainamun nnm NpoAakoTCa OTAENbHO OT
obecneyeHuns pacnpocTpaHseTcs uepes nporpaMMHoro obecrnieyeHus

CJINLLKOM Xopolua 3NIEKTPOHHYHO NMOYTY, Wan nocTaBaArOTCA B
p ! couuanbHble ceTn unm KOMMieKTe C HeCKONIbKNMUn

YTO6bI 6bITH npaBp,oﬁ Be6-caiThbl KNHOYaMK NpojyKToB

MporpammHoe

Kntou npoaykrta nnu koa, obecneyeHue

Ynakoeka bbina yCTaHOBKM He paborTaer, nocraesserca
OTKpbITa NN He . WM NporpaMmMHoe B HECTaHAAPTHOW Uu
ABNAETCA CTaHAAPTHOWN obecreueHme He MoXeT HenpodeccroHanbHoM
ynaKOBKO‘VJI Microsoft ObITb aKTMBUPOBAHO ynakoBke

MK van gpyroe
YCTPOWCTBO
KnveHtoB npocst NoCTaBAAETCA C yKe
3arpysutb ¢aiinbl s aKTMBUPOBAHHbIM
3aBepLueHus nporpaMmMHbIM
aKTUBaLMn obecrneyeHnem
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PeweHus MapTtHepa B o61acTu 6e30nacHOCTU 06/1aUHbIX CEPBUCOB
Windows and Windows Server

Windows 10 n Windows Server BkatouatoT B cebs BegyLe B OTpacau
TEXHOIOTUN LINDPOBaHMS, 3aLLMTbl OT BPELOHOCHbIX MPOrpamMm U peLLIeHns Ans
naeHTUOUKaALUM 1N OCTYNa, KOTOPbIE NMO3BOJIAIOT NEPEXOAUTL OT Naponel K
6onee HezonacHbIM Gopmam ayTeHTUUKaLUN:

@ Windows Hello - 310 yao6Has anbTepHaTtBa Naposein KoprnopaTMBHOroO
YPOBHSA, NCMOb3YIOLLas eCTeCTBEHHbIV (BMOMETPUYECKMIA) UK 3HAKOMBbIT
(MNH) meToa NpoBepKM TMYHOCTK, KOTOPbIA 0becrneyrBaeT NperMyLLecTsa
6e30nmacHOCTN CMapT-KapT 6e3 HEOBXOAMMOCTU UCMONb30BaHNSA
LOMONHUTENBbHbBIX MepUPepUinHbIX YCTPOKCTB.

e Windows 3aluTHUK - 3TO HafeXXHOe peLleHre ANs 3alnTbl OT
BPEAOHOCHBIX NMPOrpaMmM, KOTOpOe roToBO paboTaTh cpasy nocsie yCTaHOBKM.
Windows 3awuntHunk cnocobeH 661CTPO 0OHaPY>KUTb 1 3aLUTUTL Balln
YCTPOWCTBa OT HOBbIX BPEAOHOCHbIX MPOrpamMm B 060 YacTu BaLlein
NHOOPMaLMOHHOW cpesbl.

@ Device Guard no3sonseT 3a610KkMpoBaTh Bally YCTPOWCTBA W CEPBEPbI ANS
3aLUWTbI OT HOBbIX U HEW3BECTHbIX BAPUaHTOB BPELOHOCHbIX MPOrpamm u
MPOABUHYTBIX MOCTOAHHBIX YrPO3. B OTAMUMe OT OCHOBaHHbIX Ha O6Hapy>KeHUn
peLleHWn, TaknX Kak aHTUBMPYCHbIe MPOorpamMmebl, KOTopble TpebytoT
NOCTOAHHOro 0H6HOBEHUA AA OBHapy>XeHWa nocaeaHux yrpos, Device Guard
610KMpYeT YCTPOICTBa, YUTOObI OHM MO 3anyckaTb TOAbKO aBTOPU3OBaHHbIE
NPUNOXKEHWS, KOTOPbIe Bbl BbIOPaNn, UTo ABAAETCA 3PPEKTUBHBIM COCOHOM
60pbbbI C BpesOHOCHBIMUW NMPOTrpaMmMaMu.

e Credential Guard - 310 dyHKLMA, KOTOPas N30ANPYET BallK CEKPEThI Ha
YCTPOWCTBE, HanpuMep, TOKEHbI e4MHOro BXOAa, OT AOCTYyra Jaxe B c/yyae
MoJIHOTO B3/I0Ma onepaLnoHHon cuctemsl Windows. 1o pelueHune
NPUHUMNaNbHO NpeAoTBPaLLaeT UCMOb30BaHMe aTak, OT KOTOPbIX TPYAHO
3alWUTUTBCA, TaKUX Kak «repeada xaLa».

e LUndposanne gucka BitLocker 8 Windows 10 n Windows Server
obecreurBaeT KOpNopaTnBHOE LWMbPOBaHNE, KOTOPOE NMOMOTaeT 3alnTUTb
BalLW AaHHble B C/lyYae NOTepw UK Kpaxkin ycTpoiicTea. BitLocker nonHocTbro
wndpyeT ANCKN 1 GA3LL-ANCKA BaLLero KOMMbroTepa, YTobbl MpesoTBpaTUThb
[OCTYN K BalMM aHHbIM HEeaBTOPMU30BaHHbIM MOJb30BaTENSAM.
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® Windows Information Protection onpegensert, rae npekpaiyaetcs BitLocker.
Xota BitLocker 3awwmiiaet Becb guck yctporictea, Windows Information
Protection 3awuiaer Balwu gaHHble OT HEABTOPMU3OBaHHbIX MOJIb30BaTeNEN U
NPUIOXKEHU, paboTaroLLMX HAa KOMMbOTEPE. ITO TakXke NnoMoraet
NpeAoTBPaTUTb YTeUKY AaHHbIX U3 eN0BbIX B HEKOMMepYeckne AOKYMEHTbI
nan B HTepHer.

@ Windows Defender Advanced Threat Protection (ATP) onpegensert, rae
npekpatiaetca BitLocker. Xota BitLocker 3awiuiyaeT Becb AnCK yCTPONCTBa,
Windows Information Protection 3awuiiaeT Balimv aHHble OT
HeaBTOPM30BaHHbLIXMO/Ib30BATE e 1N NMPUIOXKEHUIA, paboTaroLLUX Ha
KOMMbLOTEPE. DTO Tak>Ke NMOMOraeT NpPesoTBPaTUTb YTEUKY AaHHbIX U3 Ae/0BbIX
B HEKOMMepueckne LOKYMEHTbI uaun B VIHTepHeT.

® DKpaHVpOBaHHble BMPTYasibHble MaLUMHbI MO3BOJSAIOT UCMONb30BaTh
BitLocker gna wndpoBaHnsa ANCKOB 1 BUPTYanbHbIX MaLmH (BM), paboTatoLmx
Ha Hyper-V, ans npefoTBpalleHns aTak CKOMMPOMETUPOBAHHBIX 1
3/10HaMEepPEHHbIX a4MVHUCTPATOPOB Ha COAEPXKMMOE 3alLMLLEHHbIX BM.

® PaclimpeHHas 3awuTa ot yrpo3 (ATP) 3awwmTtHrka Windows nossonset
BalLM OMepaLMOHHbIM rpyrnnam 6e3onacHoCcT 06HapyXmnBaTh, pacciesoBaThb,
JIOKaNM30BaTh M pearmpoBaTth Ha HapyLLEHUs AaHHbIX B Ballel cetn. C
nomoLybto 3awmTtHrka Windows ATP Bbl nosyyaeTe pacluvpeHHble
BO3MOXHOCTU OBHapPY>KEHWS, pacCNe0BaHNA 1 pearnpoBaHns Ha HapyLLIeHWs
Ha BCeX BaLLMX KOHEYHbIX TOYKaX, COXpaHss A0 6 MecsLEeB NCTOPUYECKUNX
[aHHBIX, aXke KOrZa KOHeYHbIe TOUKN HaxoAATCs B aBTOHOMHOM pexuMe, 3a
npesenamm CETEBOrO JOMEHA, Nnepe3anucaHbl UM 6osbLLe He CYLLECTBYHOT.
3awmtHmk Windows ATP nomoraeT BbIMOAHUTb KatoueBoe TpebosaHne GDPR,
KOTOpOe MpesycMaTpuBaeT YeTkne npoLeaypbl As obHapyKeHwus,
pacciefoBaHuUs 1 COOBLLEHMS O HAPYLLUEHNAX AaHHbIX.

Office 365

Office 365 obnagaeT HECKONbKMMM BO3MOXHOCTAMM, KOTOPbIE MOMOraroT
BbIABAATb YrPO3bl U pearnpoBaTb Ha HUX:

e DyHKUMA npegoTBpalLeHus notepu aaHHbix (DLP) B Office n Office 365
nossonseT naeHTnoumumpoBatb 6onee 80 pacnpoCcTpaHeHHbIX
KOHOUAEHLMANbHbIX TUMOB AaHHbIX, BKIOYasa GUHAHCOBYO, MEANLMHCKYHO U
JNINYHYIO MHGOPMaLUIO.



Survival Guide

® [lownck KoHTeHTa B LieHTpe 6e30nacHOCTU 1 COOTBETCTBUA TpeboBaHUAM
Office 365 No3BOASAET BbIMNOJHATL MOUCK MO MOYTOBLIM ALLMKAM, OBLLINM
nankawm, rpynnam Office 365, komaHgam Microsoft, caitam SharePoint Online,
mectononoxeHusm One Drive for Business n Skype ans 6usHeca.

® [Mowuck eDiscovery B Office 365 MOXHO 1MCMONb30BaTb A5 MOWCKa TEKCTa U
MeTajaHHbIX B cogep>kimom Bawux aktnsos Office 365 - SharePoint Online,
OneDrive ans 6usHeca, Skype ana 6usHeca Online n Exchange Online.

® Office 365 Advanced eDiscovery, 0OCHOBaHHbIN Ha TEXHONOTMAX MaLUUHHOTO
0byyeHns, MOXEeT MOMOYb BaM HbICTPO 1 € HONbLLIEN TOYHOCTbIO
NAEHTUONLMPOBATL JOKYMEHTbI, OTHOCALLMECSA K ONpeAeNeHHOMY npesMeTy
(Hanpumep, pacciefoBaHne COOTBETCTBIA), YEM MPU TPAAULIMOHHOM Moucke
Mo K/HOYeBbIM CIOBaM WV PYYHOM MPOCMOTPE OrPOMHOTO KOAMYecTBa
[AOKYMEHTOB. PaclumpeHHoe 06Hapy>KeHWe 31eKTPOHHbBIX AaHHbIX MOXeT
3HaUUTENbHO CHU3WUTb 3aTpPaThbl U YCWUWA MO BbIABJAEHNIO COOTBETCTBYHOLL X
[LOKYMEHTOB M B3aMMOCBA3€e AaHHbIX, MCMOb3ys MallMHHOe obyyeHune, YTobbI
0ByuUNTb CUCTEMY MHTENNEKTYaNbHOMY UCCIef0BaHNI0 60bLLMX HabopoB
AaHHbIX 1 BbICTPO COCPEAOTOUMUTLCA Ha TOM, YTO BaXKHO, - COKPaTUTb 06beM
JAHHbIX Nepes NpOBEPKON.

® PaclumpeHHoe ynpaBaeHve JaHHbIMU UCMOb3YeT UHTENNEKTYasbHbIE U
MalUUHHbIE 3HaHWA, YTOObI MOMOYb BaM HaxoA4UTb, K1accudULMpoBaTh,
yCTaHaBAMBaTb MOAUTUKM U MPEANPUHUMATb AeACTBUS ANS YIpaBAeH s
>KM3HEHHBIM LIVKJIOM AaHHbIX, KOTOpbleHanbonee BaXKHbl A5 Ballen
opraHu3aLmn.

® PaclumpeHHas 3awuTa ot yrpos (ATP) ana Exchange Online nomoraer
3aLUWTUTD BaLLly 31EKTPOHHYHO MOYTY OT HOBbIX, CIOXKHbIX aTakpeAOHOCHbIX
nporpamMm B pexunme peanbHoro BpeMeHn. OH Tak>ke MNO3BONAET CO34aBaTb
NONINTUKM, KOTOPblE MOMOTatoT NPeAOTBPaTUTL AOCTYN Nob30BaTenel K
BPELOHOCHbIM BAOXEHUAM WU BPeLOHOCHbIM Beb-caiiTam, CBA3aHHbIM MO
anekTpoHHoW nouTte. ATP ansa Exchange Online BkatouaeT B cebs 3aimty ot
Hen3BEeCTHbIX BPEAOHOCHbIX MPOrpaMM 1 BUPYCOB, 3aLLMTy OT BPEAOHOCHbIX
URL-agpecos, a Tak>e pacllMpeHHble BOSMOXHOCTU CO34aHNA OTYETOB U
otcnexxmBarunsa URL-agpecos.

@ YnpasJsieHMe npaBamMn Ha AOCTyN K gaHHbIM (IRM) nomoraet Bam v Balnm
noJsib3oBaTeNsiM NpesoTBpaLlLaTb NeYvaTb, MepechiaKky, COXpaHeHwe,
peAakTMpOBaHWe AN KONMpoBaHWe KOHQUAEHLMaNbHON NHGopmMaLun
noctopoHHuMK anuamu. C nomolbio IRM B SharePoint Online Bbl Mo>XxeTe
OrpaHUYNTb AENCTBUA, KOTOPbIE NMOJb30BaTENN MOTYT BbIMOAHATL Haz darnamu,
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3arpy>KeHHbIMUN 13 CMIUCKOB AN BUBAKOTEK, HanpumMep, pacrneyaTtbiBaTb KOMWK
darinoB nan konmposatb U3 Hux TekcT. IRM B Exchange Online no3sonset
NpeAoTBPaTUTL yTeuky KOHGUAEHUMaNbHON MHGOPMaLMK B COODLLIEHNAX
3NEKTPOHHOW MOYUTbI U BAOXKEHWAX MO 371EKTPOHHOW nouTe, B VIHTepHeTe 1 B
aBTOHOMHOM pexunme.

@ YnipaBneHue MobuabHbiMU ycTpoinctBamu (MDM) ana Office 365
NO3BOAISET HacTpavBaTb NOUTUKM M NpPaBKaa, MOMOraroLLme 3almiaTb
3aperncTpupoBaHHbIX Nosb3oBateneit iPhone, iPad, yctporictea Android u
TenedoHbl Windows 1 ynpaeaate Mu. Hanpumep, Bbl MOXeTe yaaneHHO
CTepeTb YCTPOMCTBO M NPOCMaTPMBaTh NOAPOOHbIe OTHEeThl 06 YCTPONCTBE.
Office 365 Tak>e MCNOAb3YET MHOrOhaKTOPHYH ayTeHTUbUKALMIO, YTOObI
obecneunTb AOMNOAHUTENBbHYIO 6€30MacHOCTb.

Enterprise Mobility + Security (EMS) Suite

EMS npegocraBnseT TeXHONOrMK, KOTOpble MOMOratoT BaM 0bHapy>KmBaTb,
KOHTPO/NMPOBATh M 3aLLMLLATb INYHbIE AaHHbIe, XPaHALLMECA B BaLLlen
OpraHu3aLmy, a Takxe BbiABAATb MOTEHLMaNbHbIE «CAemMble 30HbI» U BbIABAATb
ClyyYan HapyLleHUs AaHHbIX.

® Microsoft Intune npezocTaBaseT BOIMOXHOCTU yrpaBieHs MOBUAbHbIMU
yCTpOMcTBaMu, MOBUAbHBbIMY NpunoxeHuamu 1 MK ¢ nomolbro obnaka.
Vicnonb3ys Intune, Bbl MOXeTe NPeAOCTaBUTL CBOVM COTPYAHWUKAM AOCTYM K
KOPMOpaTUBHbLIM MPUIOXKEHMUAM, JaHHBIM U pecypcam npakTnyecku us ntoboro
MeCTa NpakTU4Yeckn Ha toboM YCTPOICTBe, O4HOBPEeMeHHO obecneunBas
BbICOKYO 6€30MacHOCTb KOPMOopaTUBHOWN MHGOPMaLUN.

® Microsoft Advanced Threat Analytics (ATA) - 3TO 10KaibHbIA NPOAYKT,
nomoraroLLni cneunanmctam no NT-6e3onacHoCTM 3alLUTUTL CBOHD
OpraHM3aLMio OTPaCLUMPEHHbIX LieNeBbIX aTak nyTeM aBTOMaTUYeckoro aHaamnsa,
N3yYeHUS 1 BbIABNEHUA HOPMaabHOIO U HEHOPManbHOro NoBeAeHNs 0bbekTa
(nosnb3oBaTens, yCTponcTB 1 pecypcoB). ATA BbiBASET pacluMpeHHble
nocTosHHble yrpo3bl (APT) nokanbHO, 06Hapy>K1Bas NOA03pUTENbHOE
noBejeHVe Nnosb3oBaTenein n 06bEKTOB (YCTPOWCTBA U Pecypchbl), MCNOb3ys
MallMHHOe 0byyeHne 1 nHGopmaL Mo B nokanbHbIX Active Directory, cuctemax
SIEM un xypHanax cobbitnini Windows. OH Tak>xe 0OHapy>K1MBaeT N3BEeCTHble
BPeLOHOCHbIe aTaky (Hanpumep, Pass the Hash). HakoHew, oH npegocTtaBaset
npocTor rpadurk aTakm € YETKOW W akTyasbHOW MHDOpMaLmein 06 aTake,
NO3TOMY Bbl MOXeTe BbICTPO COCPEeAOTOUNTLCA HA TOM, UTO BaXKHO.
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® Azure Active Directory (Azure AD) Premium obecneunBaeT obHapyeHune
Yrpo3 Ha ypoBHe n4HoCTH B obnake. Azure AD oTCiexxnBaeT UCMONb30BaHMe
NPUNOXKEHWI 1 3aLuMLL@eT Ball BU3HeC OT paclUMpPEHHbIX YTPO3 C MOMOLLbLO
OTYETOB U MOHUTOPUHra 6e3onacHocTn. OTUEeTbl O JOCTYMNe U UCNOAb30BaHUN
obecneynBatoT BUAUMOCTb LIe/IOCTHOCTM 1 ©6e30MacHOCTM KaTaora Ballen
opraHu3zaumu. Kpome toro, Azure AD obecneunBaeT 3almTy ANYHbIX AaHHbIX C
MOMOLLbIO YBEAOMJIEHWI, aHaNN3a 1 PEKOMEHAYEMbIX UCTIPaBAEHWA.

@ Microsoft Cloud App Security - 3T0 KOMMIEKCHbIV CEPBUC, KOTOPbIN
obecneumnBaet Honee rnyboOKyt0 HarALHOCTb, KOMMIEKCHbIA KOHTPOJIb U
YNYULLEHHYH 3aLlUMUTY BaLLUX AaHHbIX B 001a4UHbIX MPUAOXKEHUSAX. Bbl MOXeTe
BWAETb, Kakne 0bs1auHble NMPUIOXKEHWS NCMO/b3YHOTCS B Ballel cetn —
naeHTndnumposatb 6onee 13 000 NpPUNOXKEHNA CO BCEX YCTPOWCTB - U
MoJy4aTb OLEHKN PUCKOB W TEKYLLYH aHaNNTUKY.

® Microsoft Azure Information Protection nomoxeT onpezaenunTs, kakue y Bac
KOHOUAEHLMaNbHbIe AaHHbIe U T4e OHW HaxoAATcA. Bbl moxeTe nnbo
3anpoCuUTb JaHHble, MOMeYeHHbIe C OnpeaeneHHON YyBCTBUTENbHOCTbIO, 60
pPasyMHO MAEHTUOMLMPOBaTb KOHUAEHLMAAbHbIE JaHHbIE MPU CO34aHNN
dalina nam anekTpoHHOro nucbma. lNocne naeHTUGUKaLUN Bbl MOXETE
aBTOMaTUYeCKN KnaccupuLmnpoBaTtb U MapKMpoBaTh JaHHble - BCE B
COOTBETCTBUW C >KelaeMOW NONNTUKOM KOMMaHWN.

Ob6nauHble cny>6bl Microsoft

Kak nozpo6Ho onucaHo B LieHTpe gosepus Microsoft, Obnauxble ciyx6bl
Microsoft npuHUMaroT pelwnTenbHble Mepbl 415 3alUThl JaHHbIX KINEHTOB OT
HeCcaHKLIMOHUPOBAHHOIO A0CTYMa WKW UCMONb30BaHWsA MOCTOPOHHVIMU MLLAMMN.

® Azure Active Directory - 310 pelueHune Ans ynpaBaeHUs y4YeTHbIMU 3anncaMmum
n goctynom B obnake. OH ynpaBafaeT y40CTOBEPEHNAMM U KOHTPONMPYET
[OCTyN K Azure, 1OKasbHbIM W APYrM 061a4HbIM pecypcam, JaHHbIM U
npunoxxermam. C nomotybto Azure Active Directory Privileged Identity
Management Bbl MOXeTe Ha3Ha4YnTb BPEMEHHbIE aAMVHUCTPaTVBHbIE NpaBa
Just-In-Time (JIT) cOOTBETCTBYHOLLMM NOAb30BaTENAM ANA YIPaBAEHNA
pecypcamun Azure.

® LleHTp 6e3onacHoCTU Azure NpesoCTaB/seT BaM BO3MOXHOCTb KOHTPOS U
6e3onacHocTM Bawwmx pecypcoB Azure. OH MOCTOSHHO OTC/IEXMBAET BaLLK
pecypchbl 1 NPeAOCTaBAseT Noje3Hble pekoMeHzauum no 6esonacHoctu. OH
MO3BOJIAET BaM OMpeAenaTb NONNTUKN A/if BalUKX MOAMMUCOK Azure 1 rpynn
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pecypcoB Ha ocHoBe TpeboBaHMI 6e30NMacHOCTM Ballel KOMMNaHWUK, TUNOB
NPWIOXEHWI, KOTOPbIE Bbl MUCMOJb3YETE, U UyBCTBUTENbHOCTYU BaLLMX AaHHbIX.
OH TaK>Ke UCrosb3lyeT pekoMeHZaLuy no 6e30nacHoOCTA Ha OCHOBE MONTUK,
YTOGbI MOMOYb BaJe/bLIAM CEPBMCOB peann3oBaTh HEOOXOANMbIE 31EMEHTbI
yrpaB/eHus, HanpumMep, BKIOUYNTb 3aLLKUTY OT BPEAOHOCHbIX MPOorpaMm uam
[MCKOB NS BalLMX pecypcoB. LleHTp 6e3omnacHoCTv Takxke MoMoraeT Bam
6bICTPO pa3BepThIBaTh CYy>KObl He30nacHOCTM 1 ycTpoiicTBa ot Microsoft u
napTHepOB AN YCUAEHWA 3aLUMTbl Ballei obnauHom cpesbl.

® llindposaHue gaHHbIX B Azure obecneyrBaeT 6€30MacHOCTb BaLLMX
[aHHbIX B MOKOe 1 B NyTW. HanprMep, Bbl MOXeTe aBTOMaTNYeCcKn
3alWndpoBbIBaTb CBOW AaHHble, KOTAa OHM 3anMnCbiBAtOTCS B XpaHuauLLe Azure
C UCnonb3oBaHWeM LWNdpoBaHMsA Cy>xbbl xpaHuauLa. Kpome Toro, Bbl MOXeTe
ncnonb3oBatb Azure Disk Encryption ana wndposaHus onepaLMoOHHbIX CUCTEM
N [UCKOB C A@aHHbIMU, UCMOJb3yeMblX BUPTYaabHbIMU MatinHamu Windows v
Linux. [JlaHHble 3auMLLatoTca Npuy nepejaye Mexxay npuaoxeHmnem un Azure,
MO3TOMY OHW BCerja OCTatoTCs B BbICLIEN cTeneHn 6e30nacHbIMU.

® XpaHuauie katouveid Azure No3BoOSET 3aLLUTUTL BaLLK
Kpuntorpaduyeckme Katoum, ceptudurkaTsl ¥ Napoan, KOTOpble NCMOb3YHTCS
AN 3aLUNUTbl BalWMX AaHHbIX. XpaHWANLLE KAKOUElr NCNOb3yeT annapaTtHble
mogaynu 6esonacHocTn (HSM) n paszpabotaHo Takvm 06pa3om, YTobbl Bbl MOIIN
KOHTPONMPOBAaTb CBOW K/KOUM U1, CNeA0BaTe/IbHO, CBOM laHHble, B TOM Yuncae
rapaHTVMpoBaTh, UTo Microsoft He CMOXET YBMAETb NN M3B/EYb BaLLW KJIHOUMN.
Bbl MOXeTe OTCeXMBaTb U MPOBEPATb UCMOb30BaHNE COXPAaHEHHbIX KKOUen
C MOMOLLbIO BeZeHNA XXypHana Azure 1 UMMNOPTUPOBATb CBOW XXYypHasbl B
Azure HDInsight nan B cBoto cncTemy 3aLumTbl MUHGOPMALML 1 yNpaBAeHMs
cobbiTnamm (SIEM) ana JONONHUTENBHOTO aHaan3a 1 06Hapy>KeHWs yrpos.

® Microsoft Antimalware a5 o6nauHbIx Cy>X6 1 BUPTyanbHbIX MaLLVH
Azure — 310 H6ecnnatHan QyHKLMA 3aLMTbl B PEXMME peanbHOro BpeMeHM,
KOTOpas MOMOraeT BaM BbIABAATb U YAaNATb BUPYChI, WnunoHckoe MO v gpyroe
BpegoHocHoe M0, npegHa3HauYeHHOe AN KPaXKN JaHHbIX, C HacTpanBaeMbIMU
OMoBeLLEeHMAMY, KOTOPble COOBLLAIOT BaM 06 M3BECTHbIX BPEAOHOCHLIX UK
HeXenaTeNbHbIX MPOrpaMMax, NblTaroLLMXCa YCTaHOBUTL ceba nam 3anycTuTb B
Balux cuctemax Azure.
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GDPR: He Tonbko ansa EBponbi

Obwwme HopMbl 3aLWmTbl faHHbIX (GDPR) — ycTaHaBanBaeT HOBbIN CTaHAAPT B
OTHOLLEHMN KOHPUAEHLMaNnbHOCTK, 6€30MacHOCTU U COOTBETCTBUA
HopMaTMBHbIM TpeboBaHuaM. GDPR npeabasaseT HoBble TpeboBaHMsA B
cnepyrolmnx obnacrax:

- Bonee NosHbIV KOHTPO/Ib GU3MUYECKUX NNL, HAJ NEePCOHabHBIMU JaHHbIMU
- fapaHTMpOBaHHas MNPO3PayYHOCTb UCMOb30BaAHNSA AaHHbIX
- Ncnonb3oBaHune MmexaHW3mMoB 6e30MacHOCTU U KOHTPOASA A5 3aLUUTbI aHHbIX

GDPR oTKpbIBaeT CyLLeCTBEHHbIE PbIHOUYHbIE BO3MOXHOCTM A8 MOCTaBLLMKOB
cncteM 6e3onacHoOCTM 1 XxpaHeHusa. HegaBHO NpoBeseHHOe UCCies0BaHme
nokasbiBaeT, Yto 75 % komnanuii ns CLUA, Ha3biBatowwmx GDPR cBouMm
NPUOPUTETOM, 3a10XKUAN B BroaKeT He MeHee 1 MaH goanapos CLUA Ha
cobntofeHne CooTBETCTBYOLLMX TpeboBaHMiA. Ele oAHO nccnegoBaHme
nokasbiBaeT, 4to B EBpone ata undpa sapbumpyerca ot 100 000 4o HeCKOAbKMX
MUAMOHOB €BPO B 3aBUCMMOCTU OT TeKYLLLEro NOIOXKeHNA AeN B OpraHun3aLmm.

Codepa npumeneHnsa GDPR ropa3zo wupe, 4emM KaXkeTca MHOTMM. 3TOT 3aKOH
BBO/JMT HOBble MpaBuia A4/ KOMMaHWM, rocyAapCcTBEHHbIX OPraHoB,
HeKOMMepYeCKMX OpraHm3aLii U NPOYMX UHCTaHLMIA, NpeaaararoLLmx TOBapb!
n ycnyru Ha Tepputopumn EBponeiickoro cotosa (EC) nam cobupatrowmx u
aHaNM3MPYOLWMX JaHHble, CBA3aHHble C pe3ngeHTamu EC, HesaBucumMo oT
mMectononoxeHus nocnegHmnx. Hopmbl GDPR nprvMeHrMbI K opraHusaumam
NtobbIx MacliTabos, paboTaroLLMM B HOObIX OTpacasX.

BbiBog: Hopmbl GDPR MOryT npvMeHaTbea 1 K Ballemy busHecy, 1 kK busHecy
BaLLMX KAMEHTOB. [na Havana HYy>KHO MOHATb, KAaKMMW AaHHbIMU Bbl BlajeeTte

W rae oHu xpaHaTca. Hopmbl GDPR perynvpytoT c6op, XpaHeHue, NCnoib30BaHme
W NpeAocTaBieHne «NepCcoHanbHbIX AaHHbIX». B koHTekcTe GDPR TepmuH
«MepCOHabHble faHHble» TPAKTYeTCAa OYeHb LUMPOKO: 3TO Ntobble JaHHbIe,
MMetoL e oTHoLLeHME K GU3NYeCcKoMy KLy, KOTopoe Bbl10 NAEHTUOULMPOBAHO
NN KOTOPOE MOXHO NAEHTUOULMPOBaTh. [JaHHble MOTYT XPaHUTHLCA B:

- Baszax JaHHbIX KJMEeHTa

- dopmax 0bpaTHOW CBA3N, 3aMOAHAEMbIX KIUEHTaMU
- COZAEP>XMMOM 3/1eKTPOHHOW MOYTbI

- potorpadumax

- BMAE03anucax c kamep HabatogeHus

- 3anuncax NporpaMm JA0AJbHOCTY

- KafpoBbIx 6a3ax AaHHbIX
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